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Demo – S3 Cross Region Replication
========================================

NB: 
Region Create an S3 bucket in this account. In my case I created a bucket called “mfg-test02”. This bucket will be used for replication purposes.
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 Go to the old bucket called mfgtech-01
 Create Cross Region Replication:

· Go to the mfg-test01 S3 bucket
· Click on Management
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· Click on create Replication Rules
· Make sure your configurations match below configurations. 
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If you want your S3 objects to be replicated within 15 minutes you need to check the “Replication Time Control (RTC) box. But you will be charged for this. So, we will move forward without enabling that for now and click on save.

As soon as you click on save, a screen will pop up asking if you want to replicate existing objects in the S3 bucket. But that will incur charges so we will proceed without replicating existing objects and click on submit.  
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· DO NOT Create Batch Operations job
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TESTING:

· Upload an object into the mfgtech-01 bucket. It should replication to the mfgtech-01.
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· File uploaded
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NB: WAIT between 5-15 minutes then;

· Go into the mfgtech-02 bucket. You should see the replicated file there.
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Object versioning enabled
This bucket now has object versioning enabled. If you need to suspend versioning you can do so in Bucket
properties and you will no longer be able to use it as a destination bucket for this rule.

Destination Region
US East (N. Virginia) us-east-1
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1AM role

© Choose from existing IAM roles
Enter IAM role ARN

IAM role

Create new role v ‘ ‘ C ‘ View [4

Encryption

Server-side encryption protects data at rest.

[ Replicate objects encrypted with AWS KMS
You can replicate objects that are encrypted with AWS Key Management Service (AWS KMS) keys.

Destination storage class
AAmazon S3 offers a range of storage classes designed for different use cases. Learn more [} or see Amazon S3 pricing [4

[] Change the storage class for the replicated objects

nal replication options

|| Replication Time Control (RTC)
Replication Time Control replicates 99.99% of new objects within 15 minutes and includes replication metrics. Additional fees will
apply. Learn more [

[ Replication metrics

With replication metrics, you can monitor the total number and size of objects that are pending replication, and the maximum
replication time to the destination Region. You can also view and diagnose replication failures. CloudWatch metrics fees apply. Learn
more [ or see Amazon CloudWatch pricing [

|| Delete marker replication

Delete markers created by 3 delete operations will be replicated. Delete markers created by lifecycle rules are not replicated. Learn
more [

|| Replica modification sync
Replicate metadata changes made to replicas in this bucket to the destination bucket. Learn more [2
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Replicate existing objects? X

You can enable  one-time Batch Operations job from this replication configuration to
replicate objects that already exist in the bucket and to synchronize the source and
destination buckets. Learn more [4 or see pricing [4

Existing objects

© No, do not replicate existing objects.

Yes, replicate e

ing objects.
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@ Replication configuration successfully updated

If changes to the configuration aren't displayed, choose the refresh button. Changes apply only to new objects. To
replicate existing objects with this configuration, choose Create replication job.

Amazon S3 » Buckets » mfg-test01 ) Replication rules

Replication rules i

Replication enables automatic and asynchronous copying of objects across buckets in the same or different AWS Regions. A replication configuration is a
set of rules that define what options should be applied to a group of objects during replication.

Replication configuration settings Create replication job ‘ ‘ Edit ‘
Configuration settings affect all replication rules in the bucket.

Source bucket IAM role
mfg-test01 s3crr_role_for_mfg-test01 [4

Source Region
US East (N. Virginia) us-east-1

Replication rules (1)

Use replication rules to define options you want Amazon S3 to apply during replication such as server-side encryption, replica ownership, transitioning replicas to another

storage class, and more. Learn more [
Create replication rule

1 @
Replication Destination Destination - Storage Replica
Status v . Priority v Scope ¥
rule name v bucket v Region v class v owner ¥
Prefix:
/Project-
name/,
mfg- US East (N. Tags: [ Key:
g. " s3://mfgtech- s ( 9s: [ Key: Same as Same as
replication- (@ Enabled Virginia) us- 0 Name,
02 source source
rules east-1 Value:
mfg-
replication-

rules ]
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@ Successfully created job ID 3684ed9a-41a7-42¢f-9466-83bd5b70dfd0 X

The time it takes to prepare a job is based on the size of the job’s manifest and the time required to complete higher-priority jobs.

Amazon S3 ) Batch Operations

Batch Operations i

A job is used to execute batch operations on a list of S3 objects. The list of S3 objects is contained in a manifest object, which can be an S3 inventory report or
a list of objects that you generate. After the total number of objects listed in the manifest has been confirmed, the job status will update to Awaiting your
confirmation to run, and you must Run job within 30 days. Job events are published to CloudWatch Events [4. Jobs are deleted 90 days after they finish or fail.

Learn more [4

Jobs (1) Run job Actions ¥ Clone job
‘ Q' Search by job ID or description ‘ ‘ All status types v ‘ < 1 > [o)
| US East (N. Virginia) us-east-1 v |
Total
Job ID Status v Description v Operation v D2t® jEoal e failed
created V objects Vv Complete v
(rate) Al
3684ed9a-
A1a7-42ef- 2023-05-22 ;4::322' Not yet
9466- © New ° Replicate ' oty 0% 0(0%
83bd5b70df Replicate 16:30:13 available
(UTC-05:00)

do
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Amazon S3 » Buckets > mfg-test01 > Upload

Upload i

Add the files and folders you want to upload to S3. To upload a file larger than 160GB, use the AWS CLI, AWS SDK or Amazon
S3 REST API. Learn more [4

Files and folders (1 Total, 66.6 KB) Remove ‘ ‘ Add files ‘ ‘ Add folder
Al files and folders in this table will be uploaded.

Q 1
Name a Folder v Type v Size v
::ir:il:e_’::?em = application/pdf 66.6 KB
Destination
Destination

s3://mfg-test01

» Destination details

Bucket settings that impact new objects stored in the specified destination.

» Permissions
Grant public access and access to other AWS accounts.

» Properties
Specify storage class, encryption settings, tags, and more.
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Q Search Global v

© Upload succeeded
View details below.

Upload: status [ close |

The information below will no longer be available after you navigate away from this page.
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[Option+S] L (0] Global v mrfranklins.com

Amazon S3 » Buckets > mfg-test01
mfg-testO1 we

Objects Properties Permissions Metrics Management Access Points

Objects (1)
Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [ to get a list of all objects in your bucket. For others to access your objects,

you'll need to explicitly grant them permissions. Learn more [

Actions v | | create folder |
[ Upload
‘ Q, Find objects by prefix ‘ (O Show versions 1 @
Name a Type ¥ Last modified v Size Vv Storageclass v

[ Purple Modern Invoice.pdf pdf May 22, 2023, 16:32:50 (UTC-05:00) 66.6 KB Standard
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[Option+S] L (0] Global v mrfrankl

Amazon S3 » Buckets > mfgtech-02
mfgtech-02

Metrics Management Access Points

Objects Properties

Objects (1)

Obijects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [} to get a list of all objects in your bucket. For others to access your objects,

you'll need to explicitly grant them permissions. Learn more [

‘ Q, Find objects by prefix ‘ O Show versions 1 @

Name a Type ¥ Last modified v Size Vv Storage class ¥

[ Purple Modern Invoice.pdf pdf May 22, 2023, 17:28:08 (UTC-05:00) 66.6 KB Standard





image1.png
Amazon S3 > Buckets

» Account snapshot
Storage lens provides visibility into storage usage and activity trends. Learn more [

® Global v

View Storage Lens dashboard ‘

Buckets (17)

Buckets are containers for data stored in $3. Learn more [}

Info

Q, Find buckets by name

Name

mfgtech-02

mfg-test01

L C

AWS Region

US East (N. Virginia) us-east-1

US East (N. Virginia) us-east-1

Access v

Objects
can be

Objects
can be
publ

Creation date

May 22, 2023, 16:16:22 (UTC-05:00)

May 22, 2023, 15:42:58 (UTC-05:00)
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Replication rules (0)
Use replication rules to define options you want Amazon S3 to apply during replication such as server-side encryption, replica ownership, transitioning

replicas to another storage class, and more. Learn more [

Actions v ‘ ‘ Create replication rule
Replication Destination Destination St Repli
P Status N Priority Scope orage eplica
rule name bucket Region class owner

No replication rules

You don't have any rules in the replication configuration.

Create rep! n rule

Rep
Tim
Con
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Amazon S3 » Buckets » mfg-test01 ) Replicationrules » Create replication rule

Create replication rule i

Replication rule configuration

Replication rule name
mfg-replicatiioni-rules

Up to 255 characters. In order to be able to use CloudWatch metrics to monitor the progress of your replication rule, the replication rule
name must only contain English characters.

Status
Choose whether the rule will be enabled or disabled when created.
O Enabled

Disabled

Priority
The priority value resolves conflicts that occur when an object is eligible for replication under multiple rules to the same destination. The
rule is added to the configuration at the highest priority and the priority can be changed on the replication rules table.

o

Source bucket

Source bucket name
mfg-test01

Source Region
US East (N. Virginia) us-east-1

Choose a rule scope
Limit the scope of this rule using one or more filters

O Apply to all objects in the bucket

Destination

Destination

You can replicate objects across buckets in different AWS Regions (Cross-Region Replication) or you can replicate objects across buckets in
the same AWS Region (Same-Region Replication). You can also specify a different bucket for each rule in the configuration. Learn more [4
or see Amazon S3 pricing [2

© Choose a bucket in this account

Specify a bucket in another account

Bucket name
Choose the bucket that will receive replicated objects.

Destination Region
US East (N. Virginia) us-east-1
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